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About this Guide

About this Guide

This section contains information that explains the typographical conventions used in this doc-
umentation. This information will aid you in using the documentation most effectively. Also provided is
a list of related documentation that you may find useful.

Conventions

The following typographical conventions are used in this documentation:

Italics are used to indicate the names of software fields and parameters, titles of books or doc-
uments, and first references to words, terms, phrases, or concepts that have a special meaning or
require special identification or emphasis. For example:

m In the userid field, enter your assigned user identification number.
Norton’s Telecom Dictionary is a helpful reference tool.

m The term tolerance level refers to the standard deviation setting.
m The variable n represents any numerical value.

Menu names and options appear as bold blue text in online Help, and appear in small capital let-
ters in documents. For example:

m To save your input, choose the File>Save menu option.

Bold black type is used to indicate the names of buttons, commands, and files that are part of pro-
cedures, as well as to identify field and parameter options. In addition, bold text emphasizes
important information in text or in caution, warning, or danger statements. For example:

m To proceed to the next step, click OK.
Use the copy command to duplicate the field entry.
Save and close the books.xml file.

Always save your test configuration.
Courier text is used to indicate typed text input. For example:
m Access the new file name at the command line: ¢ = newbook.gif.
m Enter the setup.ini location: setupini = Ixia\Code\New.
PC keys are indicated in all caps, using the following conventions:
m Simultaneous keystrokes are shown by joining the key names with a plus sign (+), For
example, CTRL+Q.
m Sequential keystrokes are shown by joining the key names with a comma (,). For example,
SHIFT, F7.

Icons are used throughout the documentation to draw attention to caution, warning, and danger state-
ments. Icons also identify notes, important information, and the start of a procedure.

CAUTION Provides information that is needed to avoid potential harm to equipment or the envir-
onment.
AAWARNING Provides information needed to prevent certain harm to a person, piece of equipment,

or the environment.
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About this Guide

ir DANGER Provides information to prevent certain severe bodily harm to a person.

Provides information that needs special attention within text.

IMPORTANT Provides information that is especially important for correct product operation.

Related Documentation

The following documentation may be helpful in gaining more understanding of IxLoad. The doc-
umentation is available from the Help pull-down menu in IxLoad or from the IxLoad CD.

Ixia user documentation is also available in the Support>User Guides area of ixiacom.com. User regis-
tration is required to view this online documentation.

o IxLoad User Guide
o IxLoad Tcl API Programming Guide

IxLoad Getting Started Guide
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Getting Started with IxLoad

Getting Started with IxLoad

If you are new to IxLoad, you can follow the procedures in this Getting Started guide to run a simple
test and quickly gain experience with IxLoad. If you need to do more advanced testing, you should
refer to the IxLoad User Guide.

The steps described in this guide are:

o Step 1: Install IxLoad

o Step 2: Connect the Ixia ports

o Step 3: Start IxLoad and Open the Sample Repository
« Step 4: View the Client and Server Networks

o Step 5: Display the Server and Client Traffic

« Step 6: View the Timeline and Objectives

o Step 7: Select Ports for the Test

o Step 8: Start the Test

» Step 9: View the Test Results

o Step 10: Save the Test Configuration

Requirements

To run the IxLoad tests in this guide, you need the following:

o An Ixia chassis with a load module that supports IxLoad (see the release notes for the current
list)

o Two ports available on the load module
« A loopback (cross-over) cable or layer 2 switch

o A PC with a supported version of Windows installed. For the current list of supported Windows ver-
sions, see the release notes.
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Getting Started with IxLoad

Step 1: Install IxLoad

IxLoad is available for download on Ixia’s website.
The following installers are available:

o IxLoad <version>.exe: Installs the IxLoad client.
o IxLoadChassis <version>.exe: Installs the IxLoad components that must run on the Ixia

chassis.
o IxLoadMediaClips <version>.exe: Installs the sample video files to be used for testing video
performance.
In the current release of the application, the IxLoad installer does not contain any soft-

ware prerequisites, such as the .NET framework or SQL Server Express, that are
required for the IxLoad application to run. If the PC you are installing IxLoad on does
not have the prerequisite software already installed, during the installation process you
will be prompted to provide a location for any of the missing prerequisites. You then
have the option of specifying a path on the local host (if you have them available as a
kit stored on your host), or you can choose to download them from the http://www.ixi-
acom.com/support/downloads_and_updates/prerequisites page on the Ixia website.

You must install IxLoad in two locations:

« on the PC where you will run IxLoad
« on the chassis that you will use to generate IxLoad traffic

On the chassis, you must install IxOS before you install IxLoad. The IxOS components that IxLoad
requires are installed by default when you install IxOS; you do not have to select any optional com-
ponents during the IxOS installation. Refer to the IxLoad release notes for the specific version of IxOS
that this release of IxLoad requires.

The PC that you will use for the IxLoad client should have at least a 1.8GHz P4 CPU, 1GB of RAM, and a
screen resolution of 1024x768. The PC must have one of the versions of Windows listed under Require-
ments.

As part of the installation procedure, you will be asked to register IxLoad. You should ensure that you
have your IxLoad licenses ready before you begin installation. If you are unfamiliar with Ixia's product
licensing process, see IxLoad Licenses.

You can install multiple versions of IxLoad on the client and on the chassis. For inform-
ation on using multiple versions of IxLoad, see the IxLoad User Guide.

To install IxLoad, see Installing IxLoad.
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Getting Started with IxLoad

Installing IxLoad

In addition to a conventional attended installation, IxLoad can be installed silently. See
Silent Installation.

Prerequisites Required for Installation

IxLoad requires certain third-party components to be installed such as Microsoft DotNet 4 and
Microsoft SQL Server 2014 SP1.

If you are installing from a DVD, these components are located under a folder named prerequisites
in the root of the DVD. The installer will automatically locate and install the required components.

If the installer cannot automatically find the components under the prerequisites folder, it prompts
you to choose how to find the components:

- Automatically download... allows the installation to download the required components from
Ixia's website. This is the recommended option.

« Browse enables you to specify the directory where the components are located. If an Internet
connection is not available on the PC on which you are installing IxLoad, you can download the
components to another computer, share the location, and browse to that location.

ia setup

The following prerequisites were not detected on this machine:

Microsoft VCRuntime (VCRuntime.exe, 43.3 ME)
Microsoft \MET Framewark 4.0 (DotMet40.exe, 43.8 MB)
Microsoft SQL Server Express 2014 SP1 (SQL20145F1.exe, 265.1 MB)

Please choose the preferred action:
f* Automatically download all required prerequisites

"~ Browse for "VCRuntime.exe'

Lo
Cancel | Ok |

To install IxLoad:

1. On a PC or Ixia chassis, login under an account that includes Administrator privileges. If you run
the installation from an account that does not have Administrator privileges, the installer displays

the following error message:
Error installing ikernel.exe (0xa00)
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Getting Started with IxLoad

2. The IxLoad installer consists of multiple files:
» The installer and first part of the file repository: IxLoad <version> EA.exe (OrEB.exe)
« The remaining parts of the repository: IxLoad <version> EA.partX (OrEB.partX)
All these files must be in the same directory.
3. Double-click the installer .exe file to start the installation.

The installation is a typical InstallShield installation; respond to the prompts as the installer dis-
plays them in the windows.

4. The PC installer offers a choice of Typical Setup or Custom Setup. Custom Setup allows you to
install several optional components:

User Documentation Installs the user documents that are supplied as PDFs. If
you do not select this option, only the User Guide (the
online help) will be installed.

IxCatapult Installs the IxCatapult LTE-UE plugin.

Published Vulnerabilities | Installs the PVM plugin.
and Malware

Samples Installs a zip archive containing sample repositories (.rxf
files) and supporting files.

IxLoad Gateway Installs the IxLoad Gateway, a component required for
using the IxLoad REST API.
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p
1 IxLoad 8.20.0.100 EB - Setup

- —

2]

Custom Setup

Select the program features you want
installed.

IXla

IxLoad

e
IxCatapult

Published Yulnerabilities and Malware
Samples

Inload Gateway

InstallShield

Click on an icon in the list below to change how a feature is installed.

Feature Description

User manuals that are supplied in
PDF format only. If you do not
select this option, only the User
Guide (online help) will be installed.

This feature requires OKB on your
hard drive.

Space [

< Back ][

Mext =

J |

Cancel ]

5. Click Finish to complete the IxLoad installation.

Remember to install IxLoad on the remaining system (chassis or PC) before you start to use it.
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Silent Installation

In addition to a conventional attended installation, IxLoad can be installed silently.

Client Installation
To install the IxLoad client components silently:

1. Open a console window and set the path to the directory containing the IxLoad client .exe file.
2. Extract the installer using the following command:

IxLoad<version>.exe /s /extract-only

Example: IxLoad6.70EB.exe /s /extract-only

The installation files are extracted to the following location:

\Program Files\IxialInstallerCache\IxLoad\x.x.x.x Where x.x.x.x is the build number.
3. Change the path to the directory where the installer files were extracted to.

4. Start the silent setup with the following command:
setup.exe -s CannedConfig=Full

Chassis Installation
To install the IxLoad chassis components silently:

1. On the chassis, open a console window and set the path to the directory containing the IxLoad
chassis .exe file.

2. Extract the installer using the following command:

IxLoadChassis<version>.exe /s /extract-only

Example: IxLoadChassis6.70EB.exe /s /extract-only

The installation files are extracted to the following location:

\Program Files\IxialInstallerCache\IxLoad\x.x.x.x Where x.x.x.x is the build number.
3. Change the path to the directory where the installer files were extracted to.

4. Start the silent setup with the following command:
setup.exe -s
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Getting Started with IxLoad

Step 2: Connect the Ixia ports

To run the tests described in this guide, you can use either of two test topologies:

« Ixia ports connected to a Layer 2 switch.
« Ixia ports connected directly to each other (back-to-back).
The figure below shows both topologies. Connecting the Ixia ports to a DUT would create a realistic

test scenario and results; connecting the Ixia ports directly to each otheris simpler. Either one will
work for the purpose of getting to know IxLoad.

To connect the Ixia ports:

1. Choose the scenario you want to use, and then connect the Ixia ports.

2. On the IxLoad client PC, test your connection to the chassis by using the Ping command to ping
the management port on the chassis.

On an XM12 chassis, the management port is on the front of the chassis. On all other

chassis, it is on the rear.

Layear 2 switlch

Managemen! porl

EIHER ¥,

R
AL AL

Ixia chassis

" xLoad

Management part

i ) Loopback (cross-over) cable

L 4 Ixia chassis
|xLoad

cliant PC
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Getting Started with IxLoad

Step 3: Extract the Sample Repository

IxLoad includes a zip file named samples.zip that contains a large number of sample repositories.
You can use the repositories in samples.zip to familiarize yourself with IxLoad, or you can use them
as templates for creating your own repositories.

To perform the test described in this guide, you use a repository in samples.zip named sim-
pleHTTP.rxf. simpleHTTP.rxf contains most of the elements required to run a basic HTTP test.

To extract simpleHTTP.rxf:

1. Start Windows Explorer, and browse to the following directory:
<installPath>\Ixia\IxLoad\<version>\

2. Openthe samples.zip file, and extract the simpleHTTP. rxf file.
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Getting Started with IxLoad

Step 4: Start IxLoad and Open the Sample Repository

Before you start IxLoad:

o Make sure IxServeris running on the chassis. IxServer normally starts automatically when Win-
dows starts or when a user logs on.

« Make sure that you know which ports are available on the chassis. Other Ixia applications such as
IxExplorer, IxAutomate, and Tcl scripts allow users to take ownership of ports on the Ixia chassis.
If IxLoad tries to use a port owned by another user, it will not be able to run the test.

To start IxLoad and open the sample repository:

1. Double-click the IxLoad icon (shown below).

IxLoad’s main window displays. IxLoad automatically logs you on using the local network name
configured on your PC. When you select Ixia ports for your test, IxLoad will use this name to
identify those ports as being reserved for your exclusive use.

2. On the File tab, click Open Repository.

3. Browse to the location where you extracted the simpleHTTP. rxf repository.
IxLoad opens simpleHTTP. rxf.

4. Select the Test Overview node to display an overview of the test.
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Getting Started with IxLoad

Step 5: View the Client and Server Networks

In IxLoad, a network determines the addresses of the hosts and their network configuration. An IxLoad
network consists of simulated subnets residing on one or more Ixia ports. For most applications that
you plan to use IxLoad for, you can think of networks as simulating LANs containing either clients or
servers.

The simpleHTTP.rxf repository includes client and server networks you can use for your testing. You
can accept the default entries for these networks or change them if necessary.

To view the default client and server networks:

1. Inthe Test Configuration node, select the client nettraffic (as shown below).
2. In the client nettraffic, select Client Network.

When you select Client Network, the area to the right of the Test Configuration node contains the
elements that define the properties of the network.

For example, the IP element defines the IP address ranges that will be used on the network. The
IP element defines the IP addresses to be used.
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ﬂ Home Rty f RErors ViEWS Stack Munger Tt
= & Az Tange
AR e /S/KE
Apd  Deihe & Edt Deute  Plagin
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N Merteart Trafhc Mappng [T —
Pt {
et Shaty Anatgrar
all Test Dverviem =
"'ﬁ Fttmait o Tl
= B mwncrow Ptk el Tt « Traffofiow L
First, select the client nettraffic|————= .. -~
o [EEEm || g Lt
I M oot -] TP claest |
Then, select client nefwork. | P Bl reeChntictty] o et
B HITT werver@nesy
H - wchit ©
Stack elements defining | B3 Terein: wea cnjective - Mt =
the client network | TR T T |
LS [ __wa |
L L Custom (Totaisy [
. Frabded Hara . Sisbm . F Type
Wl B [ra [uwrgred/ v |

3. Click each element to see the ranges that are configured.

For the network in simpleHTTP.rxf, there is one range of IP addresses and one range of MAC
addresses (see figure below). There is a range of VLAN tags configured, but they are disabled and
will not be used in this test .

Click each of the tabs if you want to view the parameters configured for them.
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4. To view the server network, select the server network in the repository tree (see figure below).

5. Select Servers.

Q@ILDESE-FEE- L = b
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First, select the server nettraffic.
Then, select server network.,

Stack elements defining
the server network

As with the client network, the tabs to the right display the network parameters that define the server
network. The figure below shows how the network controls correspond to the test topology.
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Step 6: Display the Server and Client Traffic

In IxLoad, traffic is generated by Activities. An Activity defines the non-network properties of a traffic
stream, such as its protocol, its role in the connection (client or server), and the functions it performs,
such as executing commands (for an HTTP client) or serving pages (foran HTTP server).

SimpleHTTP.rxf includes one client activity and one server activity. The client activity simulates a
web browser and the server activity simulates a web server.

To display the server and client Activities:

1. Inthe Server column of the Scenario Editor, click the HTTP server activity.
The tabs on the bottom half of the window contain the controls used to configure the HTTP server

activity.
Tabs defining HTTP server activity Click the HTTP server activity
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2. Click the Web Pages tab.
The Web Pages tab lists HTML pages that the IxLoad HTTP server will offer.
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3. Select the HTTP client to display the HTTP client NetTraffic, then click the HTTP Client activity.
1. Click the HTTP client activity
@ DEE-Fanr briond - EempiesTTRIELAT . BACA.LOMRRLWE
B e remommes vem e
P&+ 048 2D i E 4 K A
simt sy Tmdl  Add Rt Acd Farkes  GmnaTe Tat Add ErE. [ Fapis
Tesi  Condfig - Trafc+ Dat Optiors  Covward  (omrund  Coveepsd Wi .
Tast Actier Tept Fat
I - 1| etk Trac Mspprg b [ctmcoveTroe [ Obecoveises [ %08 | Run-Tre Ctoecove .., | issline
P = e |
Ml Te Cprite * | Heterks and Traffc - Traficrpe
=i Mevein i Traftc P
- B T 4 oy clend etk
= M e A= chest
A - =
i m as TP the - ewacherviichvty  INTTF Chen)
2. Click the Commands tab — ;' e ok feisn o res
HTTF sesverniue : .
. [~ | —— 1 — _;wﬂﬁmhh et
Command to retrieve ; o acs i e
S it B e
page from server He=pas ) | e —
L. Castore (Tetat 0y =
I | Frofis ez
I Erasbie DI

In the area to the right of the Navigation Tree, the tabs that define the client HTTP activity dis-
play. These tabs define the attributes and functionality of the client HTTP activity.

Click the Commands tab.

The Command List is the list of commands that the client will execute. For the default client activ-
ity in simpleHTTP.rxf, the command list contains one command, a GET that retrieves a 4-kilo-

byte HTML page from the HTTP server activity.
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HTTP dient - newelientActivity 1 (HTTP Chent) ~
Settings Commands | Playlists Commmand Pool

Property Value

EH'I'I"F' server _newberverictvity 1:80
k. himi

Hore

More

O
HTTP client will request page named /4k.htm from the HTTP server activity named HTTPServert

Port selected for
client network
IP address of HTTPServer!
GET /4k.htm from 198.18.1.1 port BO —»
- - _
Page /4k.htm —» Layer 2 switch
or
j Loopback (cross-over) cable
Port selected for

server network
Ixia chassis

HTTP server activity named HTTPServer! contains page named /4k.htm

HTTP sirver - newServer Activity 1 (HTTP Server)

[ri7ee ][50 | web Pages | Advarced Optons |

~
-
(| Sered "Conterit-MDE" Header || Erabie Crork Enceding in Resporse || Enable Chunk Encoding in Feguest  URL Page Length (Bytes) 1024
Doroat Settirgs
Decroat Fie : i i
Iritegrity Check Option: Churk Size Fiwed) From-TodBytes]:
HTTF Server Web Pages Eidit Rwspones.... | | Edit Cookie... | |Edit Cusvios Payload... | | Al Responess... | | Al Cookies... | | Al Cusrios Paylcad. ..

[_@g B eamples

Page /4k.htm — i [t 200_oK Range — A0SE-4E ﬁ M Diszble MO5 512-1024 35 =
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Step 7: View the Timeline and Objectives

In this step, you view the test timeline and objective.

To view the test setup:

1.

Timeline and Objective node }—

In the Test Configuration tree, click the Timelines and Objectives branch (see figure below).

Test Objective and Objective Value

ODaE- = Pelond - impeH TTRLLAT - LL00 e ot p. wl
“ Hame Rawaits [/ Bagerts Wiews Tait Objactingi
= B —
> & il mE
Sl ApDiy wihthin  Soaing Impo HENMTE Grou Test
Test  Confg [rE ] - By Oyptians
. & |hleM=ﬂ=Trn?fI:Hm:nu = | Chyeciive Type egecive ek |-'h-n-Tmrlatl:|.'rt'-'e'-'--
o i
l\-‘H | Shath Aribgber
* B Tamchow o | erp—r———
= M crent | Paetmer Trate Mapperg _-l:qﬁuv.eTypr :ﬂmﬁmvu :!r.MT-:ul-:h.. ]
£ HTTP ciestier B TrarscFiewa
- ORI smiosnes oo 10000 (]
- M Server B rewChanticbuity ] rsdated lmern 1] 0, O ™
a HITP semverisens A HTTP v fistrver mitansrk 1] Hya 1)
B rewberserboivity ] 1] hiA, Hi&
Ll Trrwbine and Ciyeckna

The windows on this branch display the timeline (the timing of events that occur during the test,
such as when the simulated users and HTTP server are brought online) and the Test Objective.
The Test Objective is the type of goal that the test attempts to reach. For simpleHTTP. rxf, the
default Test Objective is Simulated Users, meaning that the test will attempt to simulate some
number of HTTP users using web browsers.
The Objective Value is the numerical goal for the Test Objective. For simpleHTTP.rxf, the Object-
ive Value is 100. Combined with the Simulated Users test objective, this means that the test will
attempt to simulate 100 web browsers active at one time.

The figure below shows how the test objective relates to the actions of the client and serverin

simpleHTTP. rxf.
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T wrvd SRt
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B et ety Tamdate] s ] B g el
i HTT perwes ueroms reter bk WA Hak <dgich Lange
B re=terem boraty ] na wa s Match Large

= The lest simulates 100 users who will request the page named Mk hitm from
HTTPServer!
- [First user will have address 198.18.0.1, as defined on client network

, HTTP client running on client network

/ 198.18.0.1: GET /akhtm ... —*
/ 198.18.0.2: GET /dkhim ... —*
198.18.0.3: GET /dkhtm ... —>

R RE R I I I

lma.ls.u.mu: GET /Mk.htm ...—*

sassasasasailll

LAC B R K B BE IR O RN NE

AR E R RN LA K |

Ixia chassis

page /4k.htm —»

Layer 2 switch
or

} Loopback (cross-over) cable

" HTTPServer? activity running on senver network

The Timelines tab (shown below) in the lower portion of the window contains the controls that
determine the point during the test when clients and servers begin to come online, the rate at
which they come up (Ramp Up), the length of time they stay up (Sustain Time), and the rate at

which clients go offline (Ramp Down).

2. Forthe Timelines tab, accept the default values configured in simpleHTTP. rxf.

20
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Timatlirat @l g Rk
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= The test simulates 100 users who will request the page named /4k.htm from
HTTPServer!

= First user will have address 198.18.0.1, as defined on client network

/ HTTP client running on client netwaork

/

,.-"f 198.18.0.1: GET /dk.htm ... —*

/  188.18.0.2: GET /dkhtm .., —*
/ 198.18.0.3: GET Mk.him ... *

nfufaiutubutubuie 198.18.0.100: GET /4khtm ... —* /ﬁ
RN NI I I RN ;
= | 3 X !III' ]-.-- L
i I: T 1 2 m l -

page f4k.htm —» Layer 2 switch
or
] Loopback (cross-over) cable

!
HTTPServerT activity running on senver network

Ixia chassis
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Step 8: Select Ports for the Test

In this step, you select the ports that you will use for the test and assign them to the client and server
networks.

To select ports for the test:

1. Select the Ports node.

@ 0O=E-bFEE-

£b HITE pen@oen
il wm
= Il sarr
£b HITP smrenieen
] tesere s Dmatri

- & E

Ports |-

brlzad - dmpleHTTR1 ] - SLTOCA-100-83-WS

_ arre Pty | Feportz i Fort Togit
s u ' — ] L
ST IEERE 8~ H o ®
Tar  feEy Ped :
Tesi  Conrg chEEs . .
| Tamt Arich Tl com Chasiy, Chainhavigrad Forh
- A '|m1‘m&m -[-cbp;m'n-pr --ch-m-'ﬂ.- |1.-Du:[m.—-11-:nu
| ¥ |
| ¥ | sm e |
2 Paris:
-, et ol Trnh =
A v wa T Chassis Chain
= B e
- I coemt Chassia Chain Suan

2. Click the Add Chassis button.
IxLoad adds a new entry to the Chassis Chain.
1. Click the Add Chassis bution

rﬁ O=E-b M ixload - SmpieHTTPILA - SLANCA-100450-WS
_ Here Resuts | Reports Views Port Tochs
¥ | —_—— "
A+ X+ ¥ 0 H fo @
St Apply ¢ Adg 3 t ARP Teret
Test Con"-; fagt 210 = o sl F = o
L Test Add Mertdve (Fidais Chain/Adiagred Poits
= > Imrraﬂ:rwq - | Ctjectve Type | Cbjective value | % Obje.... | Run-Time Obje
J ! |
T
Ports
- T -
b Matwots sna Tu Chassis Chain
- B rercrow -
= 1 Cient | Chasss Chan | status ]
Chaassis Chain
£ HITP clent@cien [© Chasss names? R e e |
im our

2. Enter the chassis’ IP

address or host name.
3. Inthe new entry, type the IP address or host name of the chassis.
IxLoad connects to the chassis and adds it and its ports to the Chassis Chain. The Chassis Chain
list displays only the cards that support IxLoad.
22
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4. In the Chassis Chain pane, click one of the ports, drag it into the Assigned Ports pane, and drop it
on one of the traffic-network mappings. Repeat for the remaining traffic-network mapping.

.. .drag it to the Assigned Ports pane,
and drop it on one of the traffic-network

Click on a port. _ . mappings.
Ports
Chassis Chain Assigned Ports
[chussschan | e c—— [ stens [Memmatc [ Total Hoss sy |
il i hasn A Traffictlzm]
Sl Chessis () ) &-shas P 1= TP chory: Brient retwors
=l Card 1 - |OYED3 00D ALM TE-LGE &k HTTF merver Sserver network
In
I Ptz
| RE ]
I Pt L
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Step 9: Start the Test

At this point, the test is ready to run. The only remaining configuration task depends on your IxLoad

license:
To start the test:

1. In the toolbar, click the Home tab.
2. Click Start Test.

CIRETE Y I L

m Hiame: Resudits / Reports Views
startbuton [ M %+ S X

Sxart Apply Add Refresh  Remowe
Test  Config chassic Chasgx  Chassis

Fort Tegls

est A Remave

IxLoad downloads the test configuration to the ports and then starts the test.
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Step 10: View the Test Results

IxLoad displays the test results in three ways:

« In real time during the test, using StatViewer.
» After the test completes, in a PDF-format report.
o After the test completes, in a CSV file.

StatViewer

After the test starts, IxLoad automatically switches to the Statistics view, which displays the statistics
from the test (Figure 35). IxLoad uses a separate application named StatViewer to display the real-
time test statistics. When you start a test, IxLoad automatically starts StatViewer.

You can use StatViewer to select the statistics that display, to define the way that they display, to ana-
lyze and compare statistics, and many other functions. For information on using StatViewer, see the
StatViewer User Guide.

PDF Report

After the test ends, IxLoad generates a PDF-format report that contains a summary of the test results.

E Adobe Acrobat Professional - [[sLoadSummaryRepart.pdf]

e IR - AR e
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CSV Files

After a test ends, IxLoad also stores test statistics in comma-separated values (.csv) files.

The test results are available from the location defined on the User Directories window. See User Dir-

ectories.

E3 Microsoft Excel

| ple Edt Wew Insert Formet ook Deta Window Help Adobe POF

DERaERY $ @ o- @z Al -0 2u/E 2
E35 - =

A B c D [ =
1 CEVFormatiD [xLoad-1001 m
| 2 | DoReports 1
| 3 |App IxLoad
| 4 | AppVersion 1.0.8.135EB
5 |RecordedOn /2652004 902
| 6 |AgentMame HTTP
| 7 AgentType Client
| 8 |Agentinstancehlan newdgent]
9 | Community HTTP clientGclient network
10
| 11 |Elapsed Time Fun State [teration Mumber Total User Count  TCP Connections |
|12 R
13|ET RunState MerMumber ‘User Count Acp connections ri
| 14 oo 0 1 o
115 4 RU i a 4266
| 16 g RU i 40 10546
| 17 12 RU 1 ED 16835
| 18 16 RU 1 (=1} pr k]
| 19 20 RU i 55 25507
|20 24 35U i 100 34958
21| 25U 1 100 40280
|22 3250 1 100 47038
123 | 35U i 100 53071
24 40 5U 1 100 50097
|35 44|RD 1 ] 61039
| 26 43 RO 1 0 61220
|27 | 52 RD i 0 B1220
28 55 RD i 0 61220
| 29| B0 RD 1 1] 61220 &
{047y MAHTTP Client_-_Default_CSV_Logs_/ 1+1 I - |
Ready | ] | || I | o -

Each time you run a test, IxLoad creates a new directory to store the CSV and log files in; it names the
directory based on the repository name, test configuration, date and time of the test, and the activity
model and network group used. For example, the format for the client-side file is:

C:\Program Files\Ixia\IxLoad\<version>\Results\<repository> <test configuration>

<yyyy><mm><dd> <hh><mm><ss>

An example of an actual file is:

26
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C:\Program Files\Ixia\IxLoad\<version>\Results\simple HTTP Testl 20050124
101412\HTTP Client - Default CSV_Logs httplO HTTP client@client network.csv
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Step 11: Save the Test Configuration

If you want to save the test configuration and port assignments you used in the preceding steps, you
should save the simpleHTTP.rxf repository with a new name.

To save the test configuration:

1. Click the File tab.

Select File | Save As.

IxLoad prompts you to enter a name for the test configuration.
3. Enter a name for the repository, then click Save.
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Further Testing with IxLoad

This section contains additional sample tests that will further familiarize you with IxLoad. These tests

make use of the IxLoad test configuration (the ports you selected while using the simpleHTTP.rxf
repository) created in the previous section. If you did not save that configuration, follow the steps in

the previous section re-create it.

The first test described in this section adds more page requests to the existing HTTP client.

Getting Started with IxLoad

The second test adds FTP traffic to the HTTP traffic in the original test configuration.

Adding Page Requests to the HTTP Client

In this section, you add more page requests to the existing HTTP client.

To add page requests to the HTTP client:

1. Inthe Test Configuration tree, select the HTTP client activity.

Select the HTTP ‘

client activity

”@mau-[&-m:

Home Results / Reports Wiews Traffic

> &

Start  Apply Testt
Test Config f

Text Active Tegt

'!G«’ s
Analhyzer
""ﬂ Metworks and Tmh:
= B TeemcFowt

- il coent
Y HITP chent@cher

M our

- il server

ﬂ HTTP server@sery
[=] Timeline and Objective

& Pors

2. Click the Commands tab.
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xload - simpleHTTP1).nf -

O & &« XJTI;

Add Net  Add Bermpve  Bename
Traffic= Dut
Edit
= | Qbjective Type ok

| Hetwrork Trafhc Mapging
|

Metworks and Traffic - TrafficFiow L

B @ newCientactityr [

HTTP dient - newChentictvity 1 (HTTP Client)

Settings Commands PlayLists
HTTP 551 | Advanced Options |
Se
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3. Hover the cursor over the Command list until the Add button displays.

Commands tab
Settings Commands
= b —] Add
=i Gt
Stop

4. 1In the list of Available Commands, select GET, then click Add.
IxLoad adds the GET to the command list.
5. Select the command, an it as follows:

Destination: Select HTTP server_HTTPServerl1:80, the HTTP server activity.
Page/Object: Select any of the pages listed.

Abort: Leave this set to the default, None.

NameValue Args: Leave this field blank.

6. Optionally, you can click Add again and configure additional GET commands.
Run the test as described in Step 8: Start the Test.

8. Follow the steps in Step 9: View the Test Results and compare the results with those from the ori-
ginal test using the one-page GET.

Adding FTP Traffic

This section describes how to add FTP traffic to the existing HTTP traffic.

N

To add FTP traffic to the test:
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1. Inthe Test Configuration tree, select the HTTP server activity.

@ CCE-p@m-

B e euniRepes
>% + O

Start Apply Testl A
Test Config - 1
Tt Aethae Tt
n &
K
e :
| ¥ Swts  Anaiaer_|
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il our
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Select the HTTP |
N F= Y HTTP serer@seny
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2. Hover the cursor over the Activity list of the HTTP server NetTraffic, then click Add to add a new
activity.

™

Attack
= Data

AppReplay
CIFS

DMS
— Sia
HTTP

IxLoad adds a new FTP Server Activity to the HTTP server.
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. ) | =
@ Bl newSery Most Recently Used
Attack
[ Data
AppReplay
CIFS
CMS

o in
HTTP

4. 1In the Test Configuration tree, select the Client activity.

'ﬁ Hetworks and Traffic -
- ’ TrafficFlowl

) - il cuent

Select the Client - ? i
MNetTraffic | o |
Il out | 4

- M server -

.ﬂ HTTP ﬂmr@lscn'i
Timeline and Objective '
& Ports

4| QuickTests

5. Inthe Activity list of the client NetTraffic, hover the cursor over the over the NetTRaffic until the
Add button displays, then click Add to add a new activity.

Juai|d

ﬂ [+ mewClientActivity1 (8¢ e
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6. Select FTP Client from the list of Activities.

juald

HTTP client Most Recently Used
E}J [« newClientActivity Attack
[Z] Data
Application Test
AppReplay
CIFs
DDoS Legacy
DHCP
DS
eventviewertester

e i

IxLoad adds a new FTP Client activity to the HTTP client (as shown below).

% client network

&b+ S0 HTTP dient

| (v newClientactivityl ||

Bl v FTPClientt ||

7. Inthe NetTraffic, select the FTP client, then click the Command tab.
8. In the Command list, click Add to add a new command.

Networks and Traffic - TrafficFlow 1

WETTe

-

ﬁ FTP client

HTTP chent - FTPClient1 (FTP Chent)
Setti oo T FTP client
! A - Commands tab

l %~—| Add command
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9. Inthe list of Available Commands, select {Get}, then click Add.
IxLoad adds a new {Get} command to the FTP client's command list.
10. Configure the command parameters as follows:

User Name: Enter a user name or leave this field set to its default.
Password: Enter a password (an SMTP email address) or leave this field set to its
default.
Destination: Select HTTP server_FTPServer:21, the activity that contains the
FTP server agent you added in the previous steps.
Arguments: Leave this field set to its default.
Command Properbies for Get' FE‘
_.Pmpcrtrl‘hne | Property Value ]
Liser Hame root
Paszword oreply Eixiscom. com

Dessnaton(iP or [P:Fort) [cre] [
Mo r

Iﬂm

Select HTTPServer_FTPServer1:21

11. Click Start Test to start the test.

12. Monitor the test progress and compare the results for the new test configuration that includes FTP
traffic with those for the previous test that only included HTTP traffic.
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IxLoad Licenses

IxLoad is a licensed product. You do not need a license to configure a test, but you do need one to run
a test. The license must cover the protocols that you have configured for the test. Before IxLoad starts
a test, it checks for the presence of a valid license. By default, it checks for a license on the chassis
selected for the test. If your license for IxLoad is installed on a different host, use the procedure
described in the IxLoad User Guide to define the license server.

If you do not have a license for IxLoad, contact Ixia Sales (see page ii) or your Ixia sales rep-
resentative.

This section describes the two most common scenario for installing (activating) a license: online activ-
ation and offline activation.

« Online activation means that the IxLoad PC that will use the license is connected to the Internet
and can reach the activation server (the host that holds the license). If the PC can access the
internet, it should be able to this method.

« Offline activation means that the IxLoad host that will use the license is not connected to the

Internet or cannot reach the activation server. For example, a host in a secure lab that where
Internet access is blocked will have to use offline activation.

If you need more information, the processes for installing and managing licenses are described in the
Ixia Licensing Management User Guide.

Online Activation

To install a license, you use the Ixia Licensing Utility (ILU), which is installed automatically when you
install IxLoad.

Before you begin:

« Toinstall a license,you need an activation code, which is sent in an email when you purchase a
license.

o Licenses are stored on license servers, which can be an Ixia chassis or another host on the net-
work. You need to know the hostname or IP address of your license server to activate a license.
1. Start the Ixia Licensing Utility. To start the ILU, click:
Start | All Programs | Ixia | LicenseServerPlus | Ixia Licensing Utility

1 Lxia Licensing Utility 4.30.0.2

=101 x|
License Server I/Host Name Host Id . ’ .
- :
[localhost =] | 0100bc-s01278-115639-9412 ' o ™. -
. vate Offline
—_————— Activate Deactivate Sync Di :
| Floating License Statistics || License icense b DefActivation LR
| Product ] Description ] License Expiration ] Mainkenance Expiration ] Quantity ] Activation Code ] |
925-3053 Ixioad DHCP-DNS-LDAP-Telnet, Optional Software, Layer 4-7 permanent 2016.0227 1 F699-35A6-96F4-83D1
925-3003 IXLOAD, HTTP-Basic, FTP, QuickTCP, QuickHTTP permanent 2016.0227 1 FE18-5BCB-79EF-F101
95-3411 TXLOAD-HTTP-QUICKTEST, Optional Software, Layar 4-7

permanent 2016.0227 10 BC71-8283-6C8A-EB49
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2. Inthe License Server IP/Host Name field, select the host name or IP address of the license
server that holds the license you want to activate. Ifit is not in the list, enter its IP address or

host name.
ol
Licensa Server IP/Host Name Host 1d ® [ P & ey
localhost E| 0186bc-0c7a78-8f5632-F412 % ? o {17_ = -
5 e Offline
| Adiate Deactivate s 5 5
localhost ‘ Floating License Statistics 1 Licenss License e De/Activation s
10.205.10.55 Description | LicenseExpiration | Maintenance Expiration | Quantity | Activation Code [l
525-3053 IxLoad DHCP-DNS-LDAP-Telnet, Optional Software, Layer 4-7 permanent 2016.0223 1 F695-35A6-06F4-8501
925-3003 IXLOAD, HTTP-Basic, FTP, QuickTCP, QuickHTTP parmanent 2016.0223 1 FE18-5BCE-79EF F101
925-3411 IXLOAD-HTTP-QUICKTEST, Optional Softwars, Layer 47 permanent 2016.0223 10 8C71-8283-6CBA-EB4S
3. Click Activate License.
The Activate License window displays.
I La Licensing Utility 4.30.0.2 B =] |
License Server [PfHast Name Host Id v ~‘ <:] -
[localhost =] 0100bc-o01a78-115635-0412 d\ ? o {; [ B S
= ctivat Offline
_ Activate Deactivate 5 iagnostics
| Floating License Statistics 1 Licznse icense Ll De/fActivation B
| Product ] Description ] License Expiration ] Maintenance Expiration ] Quantity ] Activation Code ] |
925-3053 IxLoad DHCP-DNS-LDAP-Telnet, Optional Software, Layer 4-7

525-3003

IXLOAD, HTTP-Basic, FTP, Quic
525-3411

Activation Code:

Quantity: 1

Activate

IXLOAD-HTTP-QUICKTEST, Opti

permanent

5‘ lent

jent

Cancel

2016.0227 1
2016.0227 1
2016.0227 10

F&95-35A6-96F4-8501
FE18-5BCB-79EF-F101
BC71-8283-6C8A-EB49

In the Activation Code field, enter the activation code from the email message.

5. Inthe Quantity field, the number of licenses you want to activate.

The Quantity value you enter must be the new total number of licenses activated for the specified
code, including those licenses that have already been activated previously.

For example, if an activation code has 6 licenses already activated and you want to activate 3
more licenses, you would specify 9 for Quantity (6 previous + 3 new = 9 total licenses).

6. Click Activate.

The license is now available for use on the chassis or workstation. If it is a single node-locked
license, it can only be used on that particular chassis or workstation.

Offline Activation

Offline activation is required when the PC that will use the license does not have access to the Internet
or to the Ixia chassis where the Ixia Licensing Utility (ILU) is installed. As a solution to this limitation,
you can generate the license file from a computer with Internet connection and then transfer the file
(using a USB stick, shared network location, or similar means) to the computer or Ixia chassis where
the ILU is installed. When imported into the ILU, the license file activates the license.

Offline activation is a 2-stage process:
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1. Generate the license file from a computer with Internet access.
2. Import the license file onto the PC that will use the license.

Ensure that you can complete both stages within 48 hours because the license file is only valid for 48
hours.

Before you begin:

« Toinstall a license,you need an activation code, which is sent in an email when you purchase a
license.

o You need to know the hostname or IP address of the Ixia chassis or other host where the ILU is
installed.

« Ensure that you know how many licenses have already been activated for the activation code,
and how many remain (you can use the ILU on the Ixia chassis to find out).

Stage 1: Generate the license file
To generate the license file:

1. On a PC that has Internet access, open the following page in a web browser:
https://fulfillment-prod.ixiacom.com/activation

IXlAd

Activate Licenses

Instructions:

1. Enter the Host ID.

2. Enter Hostname - Host Description (optional)

3. Enter the Activation Code, Quantity. One per line.
4, Click the Activate button,

If you are unable to activate your licenses, please contact Ixia Support at: support@ixiacom.com

HostID*

Hostname

Activation Codes and License Quantities*

Note: The quantity represents the total license quantity for the Activation Code entered.

2. In the Host ID field, enter the Host ID of the computer or Ixia chassis where the ILU is installed.

3. Inthe Activation Codes and License Quantities field, enter the activation code from the
email and the number of licenses you want to activate for that code. Use the following syntax:
<ActivationCode>, <LicenseQuantity>
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You can perform offline activation for multiple codes at once by placing each code and quantity on
a separate line:

<ActivationCodel>, <LicenseQuantityl>

<ActivationCode2>, <LicenseQuantity2>

For the License Quantity, the value you enter must be the new total number of licenses activated
for the specified code, including those licenses that have already been activated previously.

For example, if an activation code has 6 licenses already activated and you want to activate 3

more licenses, you would specify 9 for License Quantity (6 previous + 3 new = 9 total licenses).
4. Click Activate.

The system generates the license file in .bin format, prompting you to open or save it.

Save the license file in the required location and then transfer it to the computer or Ixia chassis
where the ILU is installed.

The license file is valid for 48 hours. After that, you cannot use it to activate licenses.

Stage 2: Import the license file

To import the license file:

1. On the Ixia chassis or the computer where ILU is installed, click Start | All Programs | Ixia |
LicenseServerPlus | Ixia Licensing Utility.

The Ixia Licensing Utility application displays.

[P i Licensing Utility 4.30.0.2 )

1ol x|
Licenss Server IF/Host Name Hast 1d - [ A e
+ ¢ ;
[localhost =] o100bc-201a78-115638-0412 = By -
— || Adivate Deactivate 5 Offline . s
| Floating License statistics || License Licanse Y1C | DefActivation Hoanctes
[ Product | Description | License Expiration | Maintenance Expiration | Quantity | Activation Code [sl
225-3053 IxLoad DHCP-DNS-LDAP-Telnet, Optional Software, Layer 47 permanent 2016.0227 1 F629-35A5-06F4-82D1
525-3003 TXLOAD, HTTP-Basic, FTP, QuickTCP, QuickHTTP permanent 2016.0227 1 FE18-5BCE-79EF-F101
5253411 TXLOAD-HTTP-QUICKTEST, Optional Software, Layer 4-7

parmanant 2016.0227 10 B8C71-8283-6C8A-EB49

2. Inthe ribbon, click Offline De/Activation.

38

The Offline De/Activation window opens.
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The below steps are applicable to : Offfine Activation and Offline Deactivation.
Instructions:
1. Get 'Activation Code' and "License Quantity' from sales rep or Crder email.
2. On a remote PC that is connected to the internet, enter the URL of one of the pages:
- offline activation : Ida Offline Activation Page

-» offline deactivation: Ixia Offline Deactivation Page.

3. Enter the Host ID, Activation Code and quantity into the appropriate fields, on the web paga.
The provided quantity marks the desired number of total active licensas.

4, Click the 'Accept’ button to download the license file onto the remote PC.

5. Transfer the license file from the remote PC to this PC.
You can use fip, or use removable media.

6. Click the Tmport License’ button to select the license file.

7. Click the 'Finish” button to install the license rights.

Import License Finish

Last Imported File:

Last Confirmation Code:

IxLoad Licenses

3. Click Import License, then browse to the location where the license file is stored, and select it.
4. Click Finish to complete the import.

The license is now available for use on the chassis or your computer. Ifit is a single node-locked
license, it can only be used on that particular chassis or computer.
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