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Prerequisites

The IxChariot Endpoint is a software agent used to generate network traffic and measure net-
working metrics for the Ixia IxChariot and Hawkeye products.

This document assumes you already deployed an instance of IxChariot or Hawkeye Server
in AWS or another Cloud System.

To learn more about IxChariot, refer to https://www.ixiacom.com/products/ixchariot.

To learn more about Hawkeye, refer to https://www.ixiacom.com/products/hawkeye.



https://www.ixiacom.com/products/ixchariot
https://www.ixiacom.com/products/hawkeye
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Creating a New IxChariot Endpoint Instance in
Amazon EC2

When deployed in the Amazon cloud, an IxChariot Endpoint runs in a virtual server known
as an EC2 instance.

There are two methods used to deploy the IxChariot Endpoint into the Amazon Cloud:

« The first method is recommended if you are familiar with the AWS EC2 interface, but
requires more manual steps to configure the AWS Firewall and register the IxChariot
Endpoint to IxChariot/Hawkeye Server. For more details, refer to Launching an
IxChariot Endpoint Instance from AWS Marketplace.

o The second method is recommended if you are familiar with AWS CloudFormation. This
method automatically configures the AWS Firewall and the Endpoint registration to
IxChariot/Hawkeye Server, based on your input parameters. This method simplifies
the configuration process, especially if you want to create multiple Endpoint instances
at once. For more details, refer to Launching an IxChariot Endpoint Instance from AWS

CloudFormation.

Launching an IxChariot Endpoint Instance from AWS
Marketplace

To create a new instance, follow these steps:

1. Login to the AWS EC2 console dashboard.
2. Go to the Instances menu and click Launch Instance.
3. Select the AWS Marketplace page and search for the IxChariot Endpoint AMI image.

bian Dedu > N. Virginia

1.Choose AMI 2 Choose nstanceType 3. Canfigure nstanc ddStorage 5 Taginstance 6. Configure Security Group 7. Review

Step 1: Choose an Amazon Machine Image (AMI) Cancel and Exit
An AMIis a template that contains the softvare configuration (operating system, application server, and applications) required to launch your nstance. You can select an AMI provided by AWS, our user community, of the AWS Marketplace; or you can select one of your own ANS
Quick Start
xchariot endpont
My AMs
AWS Marketplace \&/awsmarketplace

Community AMIS

Find and buy software that runs in the AWS Cloud, software from trustec
Marketplace products you are currently isiting Your S

dors like SAP, Zend, Microsof, as well as many open source offerings. You can now find and launch software directly within EC2 for all ANS Marketplace AMI products. View
e inthe AWS Marketplace.

Featured Software

»>WANDISCO'  ="MarkLogic

Popular Software

EéSoftNAS tfire

Softhy

oud Standard

Software Infrastructure  Developer Tools Business Software

® Feedback @ English

4. Select the instance type, which is the type of EC2 virtual server that runs the applic-
ation. Different types have varying hardware capabilities, such as number of CPUs,
RAM and networking capabilities. For example, you can choose the t2.micro instance,
which is free under certain conditions.




IxChariot Server Amazon EC2 Deployment Guide

£C2 Management Console X 4 - 8 x

wa €o0a

.
@
*
"

ANS v Services

1.chot

2.Choose Instance Type  3.C

nstance

Step 2: Choose an Instance Type
Amazon EC2 provides a wide selection of instance types oplimized to it iflerent use cases. Instances are virtual servers that can run applications. They have varying combinations of CPU, memory. storage. and networking capaciy, and give you the fexbily to choose the appropriate mixof
resources for your appiications. Learn more about instance types and how they can meet your computing needs.

Filterby: | Allinstance types v | Currentgeneration v Show/Hide Columns

Currently selected: t2 micro (Variable ECUs. 1 VCPUS, 2.5 GHz. Intel Xeon Family, 1 GIB memory, EBS only)

Family . = - VePUs i . Momory (GB) - Instance Storage (GB) (1 - esopmiedavaliabie O - e .
Generalpurpose 2 nano 1 0s €8s ony . Lowto Moderate

- Generalpurpose amen ' ' e85 ony . Lowto Moderate
General pupose 2sman 1 2 e85 ony . Lowto Moderate
Generalpurpose 2 medium > : e85 ony . Lowto Moderate
Generalpurpose Qlarge > s €85 ony : Lowto Moderate
General purpose maarge 2 s e85 ony ves Voderate
General pupose ma xarge . 1 e85 ony ves Hgn
Generalpurpose ma 2iarge . @ e85 ony ves Hgn
Generalpurpose - i o €85 ony ves gn
Generalpurpose mé 10arge © 60 e85 ony ves 10.Gigant
General purpose frp— 6 256 e85 ony ves 20.Gigant
Generalpurpose 3 mecium 1 ats 1x4(s50) Noderate
Generalpurpose 3 arge > 75 1332 (550) - Voderate

® Feedback @ Engiish

Click Next: Configure Instance Details.

On the Configure Instance Details page, you can choose to create one or more End-
point instances. Leave all the other parameters to the default values.

AWS ~ Services v

1.Choose AMI 2 Chooselnstance Type 3. Configureinstance 4. Ad

5 Taginstance 6

ecurity Group

Step 3: Configure Instance Details
Configure the instance to suit your requirements. You can launch multiple instances from the same AMI, request Spot instances 1o take advantage of the lower pricing, assign an access management role to the instance, and
more

Number of instances (i 1 Launch into Auto Scaling Group (i

Purchasing option

Request Spot instances

Network (i vpc-034aae6a (172.31.0.0/16) (default) + & Create new VPC
Subnet (i No preference (default subnet in any Availability Zor + Create new subnet
Auto-assign Public IP (i Use subnet setting (Enable) -
1AM role (i None » € Create new 1AM role
Shutdown behavior (i Stop -

Enable termination protection

Protect against accidental termination

Monitoring (i Enable CloudVatch detailed monitoring
Aaditional charges apply
Tenancy (i Shared - Run a shared hardware instance -

Additional charges wil

apply 1

}» Advanced Details

cancel Previous WECVERELLIETLILE  Next: Add Storage

Click Next: Add Storage.

On the Add Storage page, enable Delete on Termination and leave everything else
to the default values.
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W@ AWS v Services v E

1.Choose M 2 Choose Instance Type

4.Add Storage 5. Tag Instance Securty Group

Step 4: Add Storage
Your nstance wil be faunched wih the folowing storage device setings. You can atach additonal EBS volumes and instance store volumes to your instance, or

€dit the settings of the root volume. You can aiso altach additional EBS volumes afler launching an instance, but not instance store volumes. Learn more about
storage options in Amazon EC2

Volume Type (i Device (i)  Snapshot (i size (GiB) (i

mrougnput
Volume Type (i 10Ps (i (M) i Delete on Termination (i
Root devsdat  snap-ebnedss GeneralPupose 5D (GP2)~] 100/3000 NA o

Add New Volume

Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic storage. Learn more about free usage tier eligiilty and
usage resrictions.

® Feedback @ English

Enerypted (i

Not Encrypted

cancel | Previous (EEVEVEUSIEMUINN  Next: Tag instance

Click Next: Tag Instance.
7. Tag the instance using a meaningful name.

W Aws v s Edi

Step 5: Tag Instance

Atag consists of a case-sensilive key-vale pair. For example, you could define a tag with key = Name and value = Webserver. Learn more about {agging your Amazon EC2 resources.

Key (127 characters maximun Value (255 characters maxim
Name xChariot Endpoint
Create Tag

® Feedback @ English

Cancel | Previous [CYTUEUCIPHUZN  Next: Configure Security Group

Click Next: Configure Security Group.

8. A security group is created automatically to allow access through the AWS firewall to
the IxChariot Endpoint instance. The security group opens by default the SSH port and

few TCP and UDP ports used for Endpoint internal traffic.

-10 -
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W@ AWS v Services v Edit v

1.Choose Al 2.Choos 2T

e 3.Comfguelnstance  4.AddStorage  5.Taglnstance  G.Configure SecurityGroup 7. Review

Step 6: Configure Security Group

‘A security group is a set of firewall rules that control the traffc for your instance. O this page, you can add rules to allow specifc traffic to reach your instance. For exampie, if you want 1o Set up a web server and allow Intemet traffic to reach your instance, add rules that allow unrestricted access 1o
the HTTP and HTTPS ports. You can create a new security group or select from an existing one below. Learn more about Amazon EC2 security groups
Assign a security group: ©Create a new security group

Oselect an existing securiy group

Securty group name:  [xCrarit Endport

Description: |

ype (i Protocol (i PortRange (i source (i
ssh V]

2
[Custom Top rue <] [orero1te
Gustom UbP Ruke -]

[iorts [Anywhere <] 00000
Add Rule

[Amywhere ] 00000

[Anyunere ] 000010

900

A Waming

Rules with source of 0.0.0.0/0 allow allIP addresses to access your instance.

We recommend setting security group rules to allow access from known IP addresses only.

cancel | previous (R
® Feedback @ English

In addition, you must add one or several ranges of TCP and UDP ports to be used as
destination ports for the test traffic initiated towards this Endpoint by another End-
point. You can add all these port ranges as new firewall rules for the AWS Security
Group:
« When using the Endpoint with the IxChariot product, you can choose any range of
TCP and UDP ports for the test traffic, as shown in the example below.

W ANS v Services v  Edt v

Fa
1.Chooss AMI 2. Choo

3.Configure lnstance  4.AddStorage 5. Tagnstance

Step 6: Configure Security Group

6. Configure Security Group 7. Review

A security group is a set of firewall rules that control the traffc for your instance. On this page, you can add rules to allow specific traffic to reach your instance. For example, if you want to set up a web server and allow Infernet traffc to reach your instance, add rules that allow unrestricted access to
the HTTP and HTTPS ports. You can create a new securty group or select from an exsting one below. Leam more about Amazon EC2 security groups.
Assign a security group: @Create a new security group

Oselect an existing security group

Securiy group name: [sCrarot Endport

Description: |
ype G Protocol (i Port Range (i source (i
ssh v Top 2 [Anyshere <] [0.0.0.00 o
Gustom TGP Rule _+ Top [iot5-10116 ] [Anyshere <] 0.0.0.00 P
Custom UDP Rule_+/| uop [10115 ] [Anywnere v] 0.00.00 [x]
Custom TCP Rule | TcP [5000-6000 ] [Anywhere -] 0.00.00 [x]
Custom UDP Rue e [5000-6000 | [Anyshere <] 00000 o
Add Rule

A Waming

Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting security group rules to allow access from known IP addresses only.

cancel | Previous [N R
® Feedback @ English -

You also have to configure the IxChariot application to use ports from these ranges for
the test traffic.

When you use Application Mixes, after adding applications to the mix, you have to edit

each application and set the destination ports to a port from the TCP ranges that you
configured in the Security Group.

-11 -
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EDIT APPLICATION

Parameter Current Value Default value Comment

|De-'.-n1'.an:.\1'. Port - Connect... 3000 55190 Destination port on con...

When you use Flow Groups or Multicast Groups, after adding flows to the group, you
have to edit each flow and set the destination port to a port from the TCP/UDP ranges
that you configured in the Security Group.

Parameter Current Value Default Value Comment

]
Initial Delay (ms) 0 0 Delay before starting th...
Source Port Auto — Auto What port to use for sou...

Destination Port 5000 Auto What port to use for des._.

Data Fate Unlimited Unlimited How fast to send data
Data Type NOCOMPERESS NOCOMPEESS What type of data to send
Send Buffer Size 16384 16384 How many bytes of data. .

Receive Buffer Size 16384 16384 Maximum nember ofb__.

MSS Default Defanlt Maximuom payload size ...
Send Socket Buffer for So...  Defanlt Default The send socket buffer £ ..

Send Socket Buffer forDe .. Defaunlt Defaunit The zend zocket buffer f ..
Receive Socket Buffer for ...  Defanlt Defaunit The receive socket buff

If you have configured a single ports range for both TCP and UDP, it is recommended to
configure it in IxChariot at ©* > My Account > User Preferences > IxChariot >
Ports opened for the test traffic into the public / cloud firewall. This
removes the need to configure the destination port for each flow. This way, you can
leave the flows destination port to the default value (Auto) and IxChariot auto-
matically picks a port from the configured ports range.

-12 -
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10.

GENERAL

XCHARIOT »

« When you use the Endpoint with the Hawkeye product, you must set the TCP and

UDP ports range to 1024-65535. No additional configuration is required on the
Hawkeye application.

W AWS v Services v E

Fabian Dedu~ . Virgini

1.Choose AMI

Step 6: Configure Security Group

A security group is a set of firewall rules that control the traffic for your instance. On this page, you can add rules to aliow specific traffic to reach your instance. For example, if you want to set up a web server and allow Interet traffic to reach your instance, add rules that allow unrestricted access o
ihe HTTP and HTTPS ports. You can create a new securlty group or select from an existing one below. Learn more about Amazon EC2 security groups

Assign a security group: @Create a new securiy group

Oselect an existing securty group

Security group name:  [xChanot Endpoint ]

Description: | ]
ype G Protocol (i PortRange (i Source (i
ssH v TcP 2 [Anywnere ][0.0.0.00 [x]
Custom TGP Rue - e [ioriz10115 ] [ayunere <] 00000 PY
Custom UDP Rule_~ uoP [10115 ] [Anywhere +] 0.00.00 [x]
Custom TCP Rule_~ TCcP [1024-65535 ] [Anywhere v] 0.00.00 [x]
Custom UDP Rue - e [fozasesm | [Anysnere <] 00000 o
Add Rule
A Waming

Rules with source of 0.0.0.0/0 allow all IP addresses 1o access your instance. We recommend setting security group rules to allow access from known IP addresses only.

cancel | Previous (LEVEVEUEIEMIT

® Feedback @ Englisn

By default the security group allows access to your instance from a/l IP

addresses (0.0.0.0/0). It is recommended that you adjust the security

group rules so as to allow only a specific address or range of addresses
to access your instance.

Click Review and Launch.
Finally review all settings and click Launch.

Before the instance is created and launched, you need to create a new key pair or to
select an existing key pair. The key pair is used to connect to the instance via SSH.

In order to create a new key pair, choose Create a new key pair and type in a name
in the key pair generation window.

-13-
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11.

12.

Select an existing key pair or create a new key pair X

A key pair consists of a publie key that AWS stores, and a private key file that you store. Together,
they allow you to connect to your instance securely. For Windows AMIs, the private key file is required
to obtain the password used 1o log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance

Note: The selected key pair will be added to the set of keys authorized for this instance. Learn maore
about removing existing key pairs from a public AMI

Create a new key pair -
Key pair name
xChariot Test

Download Key Pair

You have to download the private key file (*.pem file) before you can continue
Store it in a secure and accessible location. You will not be able to download the
file again after it's created

Cancel

After you create the new key pair, click Download Key Pair. Make sure you store
the private key in a secure place, as you will not be able to download it a second time.

In order to use an existing key pair, select the Choose an existing key pair option
from the drop-down list and choose the key pair that you want to use.

Select an existing key pair or create a new key pair X

A key pair consists of a public Key that AWS stores, and a private key file that you store. Together,

they allow you to connect to your instance securely. For Windows AMIs, the private key file is required

to obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

Mote: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI.

| Choose an existing key pair v|
Select a key pair
| test-ssh v]

1 acknowledge that | have access to the selected private key file (test-ssh_pem), and that
without this file, | won't be able to log into my instance.

Cancel Launch Instances

Click Launch Instances.

The Instances window is displayed. Note that the public IP assigned to the instance is
also displayed.

As an optional, but recommended, configuration step you can associate your instance
with a special type of address called Elastic IP address. See Assign an Elastic IP
Address to the Instance.

-14 -
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13. Register your new instance of IxChariot Endpoint to the Registration Server, which is
running on the same machine as the IxChariot or Hawkeye Server. To do so, follow
these steps:

o Log in to your newly created IxChariot Endpoint instance via SSH. See Logging
via SSH to the Linux OS on the IxChariot Endpoint Instance.

o Editthe /usr/local/Ixia/endpoint.ini file, search for the REGISTRATION_
SERVER_ADDRESS token and replace the placeholder rs address with the pub-
lic address of the IxChariot or Hawkeye Server.

« Reboot the IxChariot Endpoint instance.

« Make sure that the Endpoint has registered correctly. See Validate the Endpoint

Registration.

Assign an Elastic IP Address to the Instance

This is optional, but recommended configuration step.

To connect to the IxChariot Endpoint, it is recommended that you use an elastic IP, instead
of the instance public IP/hostname. The Elastic IP is a static IP which does not change when
the AMI instance is restarted or moved.

Before you configure the Elastic IP address, make sure the IxChariot Endpoint instance is
running.
1. In the Elastic IPs section click Actions > Allocate New Address.
A new address is created, but it is not allocated to any instance.
2. Select the new elastic IP, and choose the Associate Address option.

W@ AWS v~ Services v  Edit v
EC2 Dashboard - Allocate New Address JFYSIORY
‘ o
Events 4 S - I 2]
Tags Q 2] 1to3of3

Reports
Limits Elastic IP “  Allocation 1D - Instance = Private IP Address ~  Scope = Public DNS

5228.847 eipalloc-2077db49 awkeye Sweden 1012210 pc-01154b68 #c2-52-28-8-47 eu-central-1

Instances 52 58 18.178 eipalloc-3f i

@ 5259.20.249 eipall

1012138 vpc-01154b68 #c2-52-58-118-178 eu-central

Allocate New Address

Reserved Instances Release Addresses

Dedicated Hosts

AMIs
Bundie Tasks

Volumes

Snapshots

Address: 52.59.20.249 _J Q=

Security Groups
Elastic IPs ElasticIP  52.59.20 249
Placement Groups Instance

Key Pairs Scope  vpC

Network interfaces Public DNS Allocation ID  eipalloc-43cfTa2a

Load Balancers

3. From the pop-up window that appears, select the recently created instance.

- 15 -
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Associate Address X

Select the instance OR network interface to which you wish to associate this IP address (52 59.20.249)

Instance [B011 16400

Network Interface —

Private IP Address 172.31,10,228" - 5220214 11 - i
Reassociation i

If you associale an Elastic IP address with your instance, your current public 1P address is released. Learn more about
public IP addresses

4. Click Associate.

Launching an IxChariot Endpoint Instance from AWS
CloudFormation

Before you start with the CloudFormation template, you must have an Amazon EC2 key pair.
This key pair is required to gain SSH access to your Endpoint instances after they are cre-
ated. If you do not have a key pair, you can create one by following the steps at http://-
docs.aws.amazon.com/AWSEC?2/latest/UserGuide/ec2-key-pairs.html#having-ec2-create-
your-key-pair. For details on using the Key Pair to SSH to your Endpoint instance, refer to
Logging via SSH to the Linux OS on the IxChariot Endpoint Instance.

The CloudFormation template can only be used in AWS accounts that have a default VPC cre-
ated by Amazon. Only the AWS accounts created after December 4, 2013 have a default
VPC. To validate that you have a default VPC, log in to the AWS EC2 console dashboard and
check on the Account Attributes section (top-right corner of the screen) for the Default
VPC. If you do not have a default VPC, the CloudFormation template cannot be used.

To create a new instance, follow these steps:

1. Download the CloudFormation template from http://-
downloads.ixiacom.com/products/ixchariot/endpoint_library/9.4/I1xChariot_End-

point.json.
2. Go to AWS CloudFormation at https://console.aws.amazon.com/cloudformation/.

Click Create Stack.
4. On the Choose a template section, select Upload a template to Amazon S3, click
Browse and upload the CloudFormation template. Click Next.

w

- 16 -
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® CloudFormation v  Stacks > Create Stack

Select Template

Select the template that descries the stack that you want to creale. A stackis a group of related resources that you manage as a single unit

Design a template  Use Al

iot_Endpoint json

O Specify an Amazon S3 tempiate URL

5. Fill in the name of the stack and set values for the rest of the parameters, as shown in
the example below. All parameters are mandatory.

Key Pair for SSH Access Allows you to select a key pair from the
drop-down list.

Number of Instances Allows you to select the number of IxChariot
Endpoint instances you want to create.

Instance Type Determines what hardware resources will be
available to the IxChariot Endpoint and how
much you will be charged by Amazon. More
details about the various instance types are
available at https://aws.amazon.-
com/ec2/instance-types.

IxChariot / Hawkeye Server Address The address (hostname or Public IP) of the
IxChariot or Hawkeye Server to which the
IxChariot Endpoint will register.

Test Traffic Ports The range of TCP and UDP ports to open into
the AWS firewall for the test traffic. Enter
the beginning and the end of the ports
range, separated by a comma (e.g.
5000,6000).

If you are registering the Endpoints to the
IxChariot Server, you must also configure
the same ports range into the IxChariot
Server interface, at & > My Account >
User Preferences > IxChariot > Ports
opened for the test traffic into the pub-
lic / cloud firewall.

If you are registering the Endpoints to the

Hawkeye Server, you must open here the
entire range of ports (1024 to 65535).
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@ CloudFormation v Stacks > Create Stack

Select Template

Specify Details

specify Details
Options Specify a stack name and parameter values. You can use or change the default parameter values, which are defined in the AWS CloudFormation template. Learm more.
Review

Stack name

dpointStack

Parameters

Key Pair for SSH Access

or ey are cr

ated. Chooss ons of your existing Key Pairs from the drop-down. fyou dont already have a Key Palr please create one by ollowing he steps at

oy-pairs himishaiing-ec2-create-jour-key-paic

logging t your Endpoint

nces through

4 use semame and the private key fle from the Koy Pait

Number of Instances. How many kChariot End

dpointinstances 1o reate

Instance Type | ©2micro &

Determine

/010 the bChariot Endpoint and how much you willbe mazon. Hore deta

itps:aws. amazon c

nstance-fypes.

IxChariot | Hawkeye The addre:

s (hostname or Public IP) ofthe hChariotor Hawkeye Server 1o which the <Charlot Endpoint willregister
Server Address

Test Traffic Ports.

openinto

S frewai for

wallc Enter the beginning and ¢

range, separated by a comma

egistering the Endpoints to the iCharlot Server, you must
ount > User Preferences > kChariot > Ganeral > Ports openad fo he testraficnto the public/ cloud firewall ffyou are registering the Endpoints o he

also configure the same ports range info the Chariot Server inferace, at Wenu > Hy A

{awkeye Server, you must open here the enire ange of pors (102410

Click Next.

6. On the Options page, leave everything to default values and click Next.

@ CloudFormation v  Stacks > Create Stack

( stack

stack
Select Template Options
Specity Detalls
Options Tags
Review

You can specily tags (key-value pairs) for resources n your stack. You can add up 10 50 unique key-value pairs for each stack. Leam more.

Key Value

Permissions

You can choose an 1AM roe that CloudFormation uses 1o create, modify, or delete resources in the stack.If you don't choose a role, CloudFormiation uses the permissions defined in your account. Learn more

IAMRole  Choose a role (optional 8

Enter role am

» Advanced

‘You can set additional options for your stack like notification options and a stack policy. Leam more.

7. On the Review page, click Create.
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AWS v Services

@ CloudFormation v  Stacks > Create Stack

Select Template: Review
Specity Details

Options Template
Review

Template URL
Description
Estimate cost

ternal-1 amazonaws com/c-templates-1mbuenqmco24-us-east-1/2016306
Endpoint CloudFormation Template

~xChariot_Endpoint json

Details
Stackname  EndpointStack

SSHKeyPair  test-ssh
InstancesCount 3
InstanceType 2 micro
Serveraddress
TestTrafficFirewallPorts 50005100

Options
Tags
No tags provided
Advanced
Notification

Timeout none
Rollback on failure  Yes

cancel | Previous | [

8. On the next page, the Events tab is automatically selected. On this tab you receive,
periodically, notifications that new events are available for display. Click the link to
display the new events.

ANS v Services

@ CloudFormation v Stacks

Create Stack | ~ [RASISIS Design template c @

Filter: Active ~. Showing 2 stacks
Stack Name Created Time status Description

B Endpointstack 2016-11-01 17:51:56 UTC#0200 CREATE_COMPLETE Iia xChariot Endpoint CloudFormation Template

o SloudFormer 2016-00-14 18:27:19 UTC+0300 CREATE_COMPLETE Ixia iChariot Server CloudFormation Template

Overview Outputs Resources Events Template Parameters Tags Ay Change Sets mmn
-
S more events avalebe aspay )

2016-11-01 status Type Logical ID Status reason

175227 UTCH0200 AWS: AutoScaing:AutoscalingGroup AutoScalingGroup

» 17.5224UTC+0200 CREATE_COMPLETE
17:62:24 UTC+0200
17:62:23 UTC+0200
17:62:20 UTC+0200

/S Autoscaling: LaunchConfiguration LauncnConfig
VS:AutoScaling: LaunchConfiguration LaunchConfig Resource creation Intiated
‘AutoScaling::LaunchConfiguration LauncnConfig
EC2:S P o P

P
> 17:52:18 UTC+0200 ANSEC2:SecurityGroup IXChariotEndpointSecurityGrou  Resource creation Inttiated
[
17:62:02 UTC+0200 ANS:EC2:SecurityGroup IxChariotEndpointSecurityGrou
p
> 17:51:56 UTC+0200 ANS:CloudFormation: Stack Endpointstack User Initiated

@ Feedback @ English

The stack creation process can take up to several minutes to complete.

To determine if the stack is completed, check the status of the creation process. When com-
pleted, the status changes as in the example shown below.
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N AWS v Services v  Edit v

@ CloudFormation v  Stacks

Filter: Active ~ Showing 2 stacks
"
Stack Name

Created Time Status Description
— Pt

EndpointStack 2016-11-01 17:51:86 UTC+0200 Ixia xChariot Endpoint CloudFormation Tempiate
O AwsCloudFormer 20160914 182719 UTC+0300 | CREATE e Iia XChariot Server CloudFormation Template
Overview Outputs Resources  Events Template pa.,V/ Tags  StackPolicy  Change Sets 1 ]-]
2016-11-01 Status Type Ag— Logical ID Status reason
» 175421 UTC+0200 [ _CREATE_COWPLETE AWS CloudFomation Stack__]
» 17:5418UTCH0200 CREATE_COMPLETE AWS-AutoScalng: AutoScalingGroup AutoScalingGroup
» 175414 UTC+0200 AWS:AutoScaling: AutoScalingGroup AutoScalingGroup Received SUCCESS signal wih Uniqueid -04e2d75f7f6daecc1
» 175414 UTCH0200 A aing P Received SUCCESS signal with Uniqueld -0525(705c19Mebed
» 175228 UTC+0200 AWS: AutoScaling AutoScalngGroup AutoScalingGroup Resource creation Infiated
175227 UTC+0200 AWS: AutoScaling: AutoScalingGroup. AutoScalingGroup
» 17:5224UTCH0200 CREATE_COMPLETE A caling: LaunchConfiguration LaunchConfig
» 175224 UTC0200 A calingLaunchConfguration LaunchConfig Resource creation Infated
17:6223 UTC+0200 A caling ‘LaunchConfiguration LaunchConfig
» 175220UTCH0200 CREATE_COMPLETE AWS:EC2: SecurityGroup KChariotEndpointSecurityGrou
P
» 175218 UTC+0200 AWS:EC2:SecurityGroup WChariotEndpoiniSecurityGrou  Resource crealion Iniiated
3
17:6202UTC+0200 ANSIEC2: SecuriyGroup ChariotEndpoiniSecurityGrou

® Feedback @ English

9. When the entire stack is completed, click the Outputs tab and then, click the URL to
open the IxChariot/Hawkeye interface. At this point, you can validate that the End-
point registered successfully. For details, refer to Validate the Endpoint Registration.

B AWS v Services v  Edit -

@ CloudFormation v  Stacks

Filter: Active Showing 2 stacks

Stack Name Created Time status. Description
Endpointstack 2016-11-01 175156 UTC+0200 CRi MPLETE xia xChariot Endpoint CloudFormation Tempiate:
O  AwsCloudFormer 2016-09-14 18:27:19 UTC+0300 CREATE_COMPLETE wia hiChariot Server CloudFormation Template

Overview oOutputs Resources  Events Template  Parameters Tags  StackPolicy  Change Sets mEn
Key value Description
L ntps 152.45.84.41

Open the IxChariot / Hawkeye Server user interface and verfy that the Endpoini(s) registere.

® Feedback @ English

The CloudFormation template creates several AWS EC2 resources:

« One or several Instances for the IxChariot Endpoints
« A Security Group

« A Launch Configuration

« An Auto Scaling Group

If you want to delete the IxChariot Endpoints, it is recommended to delete the stack from
AWS CloudFormation to make sure that all these resources are deleted.

The CloudFormation template creates the Endpoint instances as part of an Auto Scaling
Group. If you are trying to manually delete an Endpoint instance, the Auto Scaling Group
will automatically recreate the instance. This is why it is recommended to delete the Auto
Scaling Group or the Stack from AWS CloudFormation.
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Troubleshooting

The most common error messages displayed when working with the CloudFormation tem-
plate are:

ErrorMessage _ Cause
Parameter validation failed: parameter No Key Pair was selected. For details, refer
value for parameter name SSHKeyPair does |to Launching an IxChariot Endpoint Instance
not exist. Rollback requested by user. from AWS CloudFormation.

The specified instance type can only be used | There is no Default VPC and the CloudForm-
in a VPC. A subnet ID or network interface |ation template cannot be used. For more

ID js required to carry out the request. details, refer to Launching an IxChariot End-
Launching EC2 instance failed. point Instance from AWS CloudFormation.
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Validate the Endpoint Registration

In order to validate that the Endpoint has registered correctly, follow these steps:

« Log in to the IxChariot web interface and select ¥ > Manage Endpoints. The newly
created Endpoint is displayed on the Endpoints Manager window.

§ Docs | BxtUs 513

ENDPOINTS MANAGER
1 ExDPOIT (OMLE)

Operating System

‘oo enoront I nerrsh RN

or

« Login to the Hawkeye Server web interface and select Probe Management >
Probe Health Check.

& WS e g . X | @ b x = - < e e x A E—

B € DO hups/525729.226, ai e=ProbesHealthChet e Q search $ O -

n
P

Probe Management - Probe Health Check

s
@ Probe lame Test Agentid Test Agent ame. Test Agent Status. Hamtp Status. Last Update
0 AWSoriates 1 Testagentt 1 Lnkup 20161027 150939 2061027 151001
B Ansorhates ' Testagentt ' Lokup 20161027 150853 20161027 15:10 2016027 150859 7 s
150053 183334
e Anspriate2 ' Testagentt i Likup 2016107 15093 20161027 15:1001 20161027 150859 eozr  avenons
150839 vy
7 Anspriate3 ' Testagentt 1 Likup 201607 151002 20161027 15100 2016027 1511002 w60
151002
6 1 Testagentt 1 Lnkup 20161027 151002 20161027 151001 2018027
151002
estagentt 1 Lnkup 20161027 151002 2061027 151001 weozr  avtenone
151002 2u1s47
s ' Testagentt 1 Lok Down 20161027 150853 20161027 151001 2016102010859 etoz2  avtenoe
01070 150953
3 ' Testagentt ' Likup 2016027 15093 20161027 15:1001 vte0n7 1511002 eozr avtenor
150830 tasr08
2 ' Testagentt 1 Lkp 20161027 15093 20161027 151001 20161027 15:1000 vienozr  avenor
150839 t3s05s
Testagentt 1 Lk Down 20161027 151002 20161027 151001 20161025 211559 wieozs  avtenozr
211600 151002
Showng 110100t 10 entres Autretresh o1
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Logging via SSH to the Linux OS on the IxChariot
Endpoint Instance

The SSH login to the Linux OS on IxChariot Endpoint requires the private key which is part
of an AWS key pair. This key pair is associated with an AWS instance when the instance is
created. For more details, refer to Launching an IxChariot Endpoint Instance from AWS Mar-
ketplace or Launching an IxChariot Endpoint Instance from AWS CloudFormation.

When you log in via SSH use ec2-ixia as the username and the private key.

For additional information on how to connect to the IxChariot Endpoint EC2 instance refer to
the following Amazon documents:

« Documentation for keypair management: http://-
docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html

« Connecting from a Windows client with Putty: http://-
docs.aws.amazon.com/AWSEC2/latest/UserGuide/putty.html

« Connecting from a Linux client with SSH: http://-
docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessinglnstancesLinux.html
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Upgrading the IxChariot Endpoint Instance

You can upgrade the IxChariot Endpoint instance by using one of the following methods:

1. You can delete the old instance and create a new instance with the new version. This
method is safe to use because the IxChariot Endpoint instance does not store any rel-
evant information. This means that when you delete the old instance no useful inform-
ation is lost.

or

2. You can perform an in-place upgrade, as follows:

- Download the new version of the IxChariot Endpoint for Linux 64-bit from https://sup-
port.ixiacom.com/support-links/ixchariot/endpoint-library/platform-endpoints.

« Copy the Endpoint to your instance (the username is ec2-ixia).
« Finish the upgrade by using the instructions from the readme file.
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Deploying IxChariot Endpoints outside of AWS

After deploying an IxChariot Endpoint instance in AWS, you can deploy other IxChariot End-
points in your enterprise network, in order to run networking tests between them.

You can download the Endpoints for free, from the following URL: http://www.ixi-
acom.com/products/ixchariot/endpoint-library/platform-endpoints. They are available for
Windows, Linux, macOS, Android or iOS operating systems.

It is required to register the endpoints to the Registration Server hosted by the IxChariot or
Hawkeye Server. Each endpoint must be configured with the address of the Registration
Server, which is the public address of the IxChariot or Hawkeye Server.

Depending on the endpoint type, Windows, Linux, or macOS, installation is done as follows:

« Windows endpoints prompt you for the Registration Server address during installation.
Windows endpoints automatically start after system reboot.

« Linux endpoints prompt you for the Registration Server address when using the

.tar.gz installation method. They do not start automatically after system reboot, but
automatic start can be configured, for example, by adding the following line to the
/etc/rc.local file:

/usr/local/Ixia/endpoint 1>>/var/local/endpoint.console 2>&

« macOS endpoints do not prompt you for the Registration Server address during the
installation. The Registration Server address can be configured from the end-
point.ini file, by updating the REGISTRATION_SERVER_ADDRESS field, followed
by the endpoint restart.

For details, including how to configure the endpoint to automatically start after system
reboot, refer to the Performance Endpoints Guide that is available on the Ixia website.
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